Use APIs to Deliver a Seamless
* User Experience...

The mobility revolution puts incredible power in the hands of the end user, but that power depends on access to back-end
information systems.

Application Programming Interfaces (APIs) encapsulate back-end information systems, allowing them to be leveraged
by front-end mobile applications for entirely new uses. This means that the existing systems don’t need to be touched,
while a new mobile application architecture is built around them. APIs are windows into applications, providing a direct
conduit straight into the application’s back-end databases.

APIs also open up enterprise resources to third-party developers. This is an interesting approach, as resource-constrained
companies no longer have to develop their own mobile apps. Instead they can engage with outside partners that are
part of a company’s larger “ecosystem” to develop, market, and maintain mobile apps.
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...out Make Sure
APIs Are Secure

Done right, APIs are a way for companies to tap into entirely
new markets and new customers. Done wrong, APIs open the
enterprise up to a huge array of new attack vectors for hackers
to exploit. The unfortunate irony is that the same things that
make APIs great also make them a perfect target for hackers.

Seamless and secure API management needs to be a key
element of any enterprise mobility strategy. The use of APIs is
exploding in popularity because it builds on well-understood
techniques and leverages some existing infrastructure. But it is
a mistake to think we can secure APIs using the same methods
and technology that we used to secure the conventional,
browser-centric web. While it is true that APIs share many of
the same threats that plague the web, they are fundamentally
different and have an entirely unique risk profile that you need
to manage.
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Stay Focused! The Device is One Thing,
but Manading Information is Everything

Data is at the heart of any enterprise mobility strategy. You need to understand what happens to the data
that is being used on these mabile devices.

= What information do people need on their mobile devices?
= What are they going to do with that data? ... will they need to make changes to it?

= How do you ensure access to data, even in locations where cell service is spotty? Is it OK to cache data on
mobile devices?

= How are you going to protect your data while in transit over the network, or stored on the device that’s
outside your firewalls?

There is a lot of focus in mability management on managing devices, applications, and content. But the
reason that you’re managing all of these things is to ensure that your people have access to the information
they need while protecting your company information from exposure to an outside entity. In terms of the
top seven considerations, one of the highest priorities is thinking about the secure and efficient portability of
content (or data) in any given context (like location or network characteristics).
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Take Control with
an End-to-End

Security Strateqy

Part and parcel of ensuring that the right people have
access to the right information is determining the
user’s identity and enforcing proper role-based access
and security policies are in place.

Many ordanizations believe that mobile security should

be focused on the device or the app, but you should
take a more holistic view. As we expose new mobile-
oriented services (such as APIs), you must secure

the back-end integration and the transactions that
are happening between the client and the back-end
servers. Without comprehensive security, exposing
these different services opens your ordganization to
many different threats, such as SQL injections (a form
of attack where malicious SQL data query statements
are inserted into a data entry field in a way that
exploits weaknesses in an application).
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Leverading Security
Standarads

Proper security measures should be taken into account for securing mobile apps
and associated services:

= This might mean taking advantage of the different types of security solutions
available rather than building your own.

= Software development processes can be the source of security vulnerabilities.
Therefore consider leveraging the many different methodologies focused on
improving the development process, reducing errors, and the vulnerabilities
resulting from inconsistent and non-standard approaches.

= Review standards such as OAuth 2.0 or OpenID Connect and others you
currently adopt. This can standardize the security approaches that you should
build into your mobile app process.
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Balancing Security with
User Experience

Another key consideration for mobile security is that the mobile device is built around
convenience. Mobile security works best when it doesn’t infringe on the intuitive user
experience of the mobile platform itself. Otherwise, people will “vote with their feet”
and simply not use your mobile service or, worse, find insecure “workarounds.”

Ways to implement strong security while retaining an optimum user experience include:

= Single Sign-0On (SS0), which is especially useful if you are engaging users across multiple
applications. Users only have to log in once to get access to multiple applications.

= Strong authentication that moves beyond just passwords towards more innovative
Identity & Access Management solutions. Features such as Apple’s Touch ID are proof
that users don't like passwords and want a more convenient experience when they’re
accessing applications.

= Geo location services that allow access depending on where the device is located.
If someone is using an application from a company facility, they might be given
relatively easy access to the information. If they try to use the application from a
remote location, they might be required to go through a more rigorous login process,
or even be blocked entirely.

While security is obviously important, you have to think about the convenience
factor as well and how you can improve the user experience.
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Govern Mobility Globally, but Empower
Your Business Departments Locally

The final consideration is the overall management and governance of mobility. You need to address questions, such as:

Who is in control?
Who should be in control?
Who is empowered?

Who isn’t empowered?

It comes down to who in the organization has both the right and the responsibility to make the policies and decisions
around mobility. Unless you have that understanding, it will be difficult to establish a cohesive mobility strategy.
Mobility is such an all-encompassing technology with a widespread impact, everyone in the organization will feel
they have at least partial ownership of how mobile technology is used. Marketing will have its perspective,

as will sales, HR, manufacturing, logistics, etc.
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Eliminating
Mobility Silos

While BYOD is very widely adopted, far fewer companies have
implemented a comprehensive enterprise mobility strategy.
When there isn’t a consistent governance policy in place, the
approach to mobility tends to become fragmented and siloed,
with each department executing on its own strategy.

Without a high-level, enterprise view of mobility and the
governance policy to support it, mobility management will
be supported by a series of redundant and fragmented point
solutions, which can be quite costly. Worse still, failure to
implement an end-to-end strategy leads to increased risk and
suboptimal service from lack of coordination.
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Manading Exponential Complexity (( O )>>
[

If you think that mobile technologies are difficult to manage today, you haven’t seen anything yet.
The growing use of mabile is going to lead to an explosion in complexity:

(number of devices or things)” x (number of applications)’
X (number of platforms or operating systems)® = (HETEROGENEITY)"

Think of the volume of data we will be dealing with as the Internet of Things emerges and elements as diverse as traffic lights
and heart monitors start using mabile technology to communicate their status.

The sooner you address the need to holistically manage an explosion in complexity, the better positioned you’ll be to take
advantade of the mobility revolution. Taking action on these top seven considerations will help you prepare for the tremendous
changes that lie ahead for us.

In the application economy, mability is critical to business success. CA Technologies solutions can
help you manage and secure devices and critical data, develop business critical applications more
quickly, and ensure those applications run smoothly for your customers and employees.

Learn how we can help you develop a successful enterprise
mobility strategy by visiting ca.com/Mability.
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