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Section 5: Appendix A

Cloud Computing Can be defined as “a style of computing where massively scalable IT-related 
capabilities are provided ‘as a service’ using Internet technologies to multiple external customers.”4 
Think resources on demand, when you need them, paying for only what you consume.

SPI In an attempt to make more sense of the cloud from an architectural perspective, the terms 
“Software-as-a-Service,” “Platform-as-a-Service,” and “Infrastructure-as-a-Service” (or SPI for short)  
are finding their way into common vernacular. Many cloud providers are now using these terms to 
market their offerings in a way that cloud consumers can better understand. 

Software-as-a-Service (SaaS) In which the applications are accessible from various client devices 
through a thin client interface such as a web browser.5

Platform-as-a-Service (PaaS) In which end users develop or deploy applications on top of 
cloud infrastructure.5

Infrastructure-as-a-Service (IaaS) In which the provider manages the hardware, but allows the end 
user to manage the operating systems, storage, and/or application deployment.5

The Internet as a cloud bubbleFigure G
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Mashup A web service that uses or combines data or functionality from two or many more external 
sources to create a new service.

Private Cloud A closed cloud infrastructure purely for the use of an organization. It could be on-
premise or off-premise, managed by the organization or outsourced to a third party. Note that many 
large organizations have been building private clouds with shared infrastructure and services (including 
IAM) for years as a natural organic evolution of their siloed IT infrastructure.

Community Cloud A closed “community of interest” cloud infrastructure shared by several 
organizations with common concerns such as business partnerships, industry consortia, or mission.  
It could be on-premise or off-premise, managed by the organization or outsourced to a third party.

Public Cloud An open cloud infrastructure generally available to the public, owned and operated by 
an organization selling cloud services.

Hybrid Cloud A composite of multiple clouds (e.g., private + public). Each cloud retains its own 
unique characteristics and functions but they are integrated to enable sharing of applications and  
data (e.g., cloud bursting). 

Cloud Bursting For example, an application defaults to using on-premise data storage but in times of 
high demand is able to leverage incremental storage, on demand, from cloud-based storage services.

OWASP The Open Web Application Security Project. This is an open-source application security project.

Cloud Security Alliance A nonprofit organization formed to promote the use of best practices for 
providing security assurance within Cloud Computing and education on the uses of Cloud Computing  
to help secure all other forms of computing.

Appendix B—further reading
•	The Security of Cloud Computing Users—The Ponemon Institute April 2010

•	Identity and Access Management for Fast Approaching Clouds—IDC May 2010

•	How Can I Secure my Cloud—CA, Matthew Gardiner May 2010
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1	 The Security of Cloud Computing Users—The Ponemon Institute, April 2010

2	 Organizations such as the Cloud Security Alliance are stepping up to “promote the use of best practices for providing security assurance within cloud computing…”

3	 “Security technologies respondents see as most important for securing the cloud” from “Security of Cloud Computing Users” by the Ponemon Institute, May 2010

4	 Definition per Gartner

5	 Definition per NIST
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