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Industry: Financial services

Company: KASIKORNBANK
Employees: 16,193

Ntity manadement

Assets: USD $54.4bn - Rank#3 in Thai banking industry

BUSINESS

KASIKORNBANK provides
consumer, commercial and
corporate banking services
via 809 branches and
7,043 ATMs throughout
Thailand. It is the country’s
third largest commercial
bank.

CHALLENGE

The bank needs to provision
system access rights to
around 260 new recruits
every month and
continually update
employee accounts. With
only manual processes, this
was time-consuming and
resulted in errors.

SOLUTION

By deploying CA Identity
Manader and CA Directory,
KASIKORNBANK has been
able to automate the
provisioning and
management of 16,193
user identities. The
solutions also facilitate
user self-service.

BENEFIT

The access rights for a

new employee can be
provisioned in five
minutes, which improves
productivity. The bank has
also been able to eliminate
2,450 helpdesk calls a
month and free up two
user administrators.

agility
made possible”
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Business

Delivering innovative financial services to Thailand

KASIKORNBANK is the third largest commercial bank in Thailand. It offers consumer,

commercial and corporate banking services including lending, credit card services, international trade
financing, asset management and investment banking.

KASIKORNBANK has 809 branches in Thailand, of which 284 are in Bangkok, plus a network of 7,043
ATMs (automated teller machines), 100 foreign exchande offices and 62 international trade centres.
The bank also has four overseas offices in locations such as Los Andeles, Hong Kong, Cayman Islands,
and Shenzhen.

Since it was founded 65 years ago, KASIKORNBANK has strived to provide its customers with a
high-quality, innovative and proactive service. The bank is renowned as a technology leader in
Thailand, and has spearheaded a number of technological innovations.

Challenge

Providing new recruits with rapid access to systems

As a financial services organisation, security and compliance are at the top of the agenda for
KASIKORNBANK. The bank must ensure that only authorised users are able to access its business and
financial systems and associated data.

Security, however, must be balanced with accessibility to maximise staff productivity. Mr. Rangsan
Jaroenlap, Vice President of IT Security Infrastructure Management at the bank, comments, “Around
260 new members of staff and contractors join KASIKORNBANK every month. Before they can start
serving customers and delivering value to the bank, each individual must be provided with secure
access to the systems relevant to their role.”

“As well as being time-consuming,
our manual provisioning processes
often resulted in errors.”

Mr. Rangsan
Vice President of IT Security Infrastructure Management, KASTKORNBANK
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Reliant on manual provisioning processes, it took the bank at least a week to grant access privileges to
a new contractor or member of staff.

This protracted approach to provisioning not only impacted new users’ productivity, but also the
efficiency of the IT team responsible for managing the process.

“The user administration team had to manually seek manager approvals and create user identities for
up to 12 different applications,” comments Mr. Rangsan. “As well as being time-consuming, this
approach often resulted in errors and inconsistencies.”

Manual identity management also meant that ongoing user administration was costly and complex.
“Every time a user needed to reset a password or update their profile details they had to do so via
KASIKORNBANK's IT helpdesk,” comments Mr. Rangsan. “This meant support staff spent much of their
time carrying out account administration activities instead of helping to resolve IT problems that could
impact customer service levels.”

To maximise productivity for new starters, helpdesk staff and the user administration team,
KASIKORNBANK needed an identity management solution that could automate provisioning and
enable self-service account administration tasks while safequarding security and compliance.

new users automatically
provisioned every month using
CA Identity & Access
Management solutions
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Solution

Automated provisioning and identity management for 16,193 users
KASIKORNBANK partnered with security specialists Skyworth TTG to design and implement a new
platform for identity and access management, based on CA Identity Manader r12 and CA Directory.

Mr. Rangsan comments, “It was a pleasure to work with Skyworth TTG's professional services
team. Their industry knowledge and technical expertise ensured that our implementation of the
CA Technologies Identity and Access Management solutions went smoothly and was delivered on
time and within budget. Skyworth TTG staff went above and beyond meeting the requirements set
forth by our organization.”

The CA Technologies solutions provide a central repository for identity information, such as the user’s
role, profile, password and access privileges. “CA Directory interfaces directly with KASIKORNBANK's
applications and systems via the LDAP (Lightweight Directory Access Protocol) best practice directory
structure,” comments Mr. Rangsan.

This means when a new employee account is set up in KASIKORNBANK's PeopleSoft HR system,
a user profile and associated privileges are automatically created via CA Directory in:

= Active Directory
= Lotus Notes email system
= Bosch door access control system.

If relevant to the new employee’s role, user accounts are also created for specific business
applications, such as the bank’s loan portfolio management system and Windows Server and
mainframe management systems.

Mr. Rangsan comments, “In total 12 applications are integrated with the identity and access
manadement platform, which automates provisioning.”

KASIKORNBANK plans to expand this integration to its new core banking system, which is currently
being implemented.

The CA Technologies identity and access management platform also simplifies user account updates,
deletions, terminations and password resets for KASIKORNBANK's 16,193 users.

“Common administrative tasks, such as password resets, profile updates and account unlock processes,
can now be completed by end users via CA Identity Manager’s self-service features, which means
support staff no longer need to be involved in such activities. This eliminates up to 10 minutes of work
per request, resulting in significant time savings for our helpdesk,” adds Mr. Rangsan.
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Benefit

Increased security and dreater staff productivity
The new identity and access management platform has streamlined user account provisioning
and management for KASIKORNBANK, thereby increasing staff productivity. For example:

= Provisioning a new user now takes just five minutes

= Deleting a user account now takes three minutes, instead of 15 minutes

= Terminating an account when an employee leaves the bank is 80 percent faster

= Updating an account used to take 20 minutes and can now be completed just three minutes

= When a user moves department, it takes three minutes to change his/her account, rather than 20
minutes.

KASIKORNBANK estimates that over the seven-month period from May to December 2010, these and
other efficiency gains in provisioning and identity management saved the bank four years’ worth of
staff time.

“We can provision the access rights for 260 new employees and contractors a month with minimal
manual intervention,” comments Mr. Rangsan. “As well as enabling efficiency gains, centralised
identity management means we have more accurate and consistent account information with
fewer errors.”

The CA Technologies platform has also enabled KASIKORNBANK to:

= Improve security and compliance as access privileges are automatically disabled on an
employee’s last working day

= Reduce the volume of helpdesk calls by around 2,450 per month
= Free up two user administrators to new assignments, resulting in cost savings.

Mr. Rangsan comments, “By founding our new identity and access management platform on

CA Technologies solutions we are able to safequard the security of our critical systems and data
while simplifying user access to improve productivity. As a result, we can operate more efficiently
and continue to deliver cost-effective and high quality customer services.”
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Copyright ©2011 CA. All rights reserved. All trademarks, trade names, service marks and logos referenced herein belong to their
respective companies.

The information and results illustrated here are based upon the speaker’s experiences with the referenced software product in a
variety of environments, which may include production and nonproduction environments. Past performance of the software
products in such environments is not necessarily indicative of the future performance of such software products in identical,
similar or different environments. CA does not provide ledal advice. Neither this document nor any software product referenced
herein serves as a substitute for your compliance with any laws (including but not limited to any act, statute, requlation, rule,
directive, standard, policy, administrative order, executive order, and so on (collectively, “Laws”)) referenced herein or any
contract obligations with any third parties. You should consult with competent legal counsel regarding any such Laws or
contract oblidations. This document is for your informational purposes only. CA assumes no responsibility for the accuracy or
completeness of the information. To the extent permitted by applicable law, CA provides this document “as is” without
warranty of any kind, including, without limitation, any implied warranties of merchantability, fitness for a particular purpose,
or non-infringement. In no event will CA be liable for any loss or damage, direct or indirect, from the use of this document,
including, without limitation, lost profits, business interruption, goodwill or lost data, even if CA is expressly advised in advance
of the possibility of such damagdes.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


