


Why Continuous Verification Is Necessary

The problem with session hijacking is that  
it most frequently occurs without anyone 
noticing. A black hat gains access to a  
user’s session, and if they are subtle, can  
manipulate the session without attracting 
any attention. Alternatively, the hacker just 
lurks in the background until the user logs  
off. At that point, the hijacker can take over 
and gain access to data behind any doors 
open to that particular user. 

The risk is magnified if the user is granted  
full access after successfully authenticating 
during log-on. With no further barricades  
to get past, the hijacker is free to roam 
throughout the system, unimpeded. 

And even when additional authorization 
checkpoints are in place, the hijacker may  
still have the upper hand. Because they are  
recognized to be running an authorized  
session, she may be able to test, and  
eventually defeat, deeper security measures 
without rousing suspicion. 
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How Continuous Verification Works

To identify and foil hijackers, it’s necessary to be able to  
recognize that the session operator has changed. This where 
continuous verification techniques come in.

The process begins when the legitimately authorized user logs 
in and the system captures a unique identifier from the user’s 
device. The system is then instructed to ping the user’s device  
at predetermined intervals, so long as the session remains open. 

The continuous verification solution is able to verify whether 
the same device is connected or not. If, at any time, the  
device connected to the session fails to verify with the proper 
identifier, the session is terminated and the connection severed. 

Depending upon the frequency of verification, a hijacker  
masquerading as the session originator can be detected before 
any damage can be done.
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Again, let’s say a black hat passes initial  
authentication security or gains access to a  
user’s session undetected. The resources that 
can be exposed pose various levels of threat 
to your organization. Some may put the most 
sensitive and valuable assets of your company, 
customers and colleagues in danger. Clearly 
one-size-fits-all security protocols make less 
sense than ever before.
 
This drives the need for more sophisticated,  
risk-based authentication at initial login  
and mandates a risk-aware approach to  
authorization as well. Once a user has passed 
initial authentication you can’t stop there.  
By assigning an “access risk score” to every 

resource, you can set the bar that users have to 
pass to access all types of resources. For every 
resource that is accessed, a risk assessment is 
completed. Requiring minimal authentication 
for users to access resources with minimal risk 
potential helps simplify and enhance the user 
experience. But allowing those same users to 
migrate into higher risk areas without meeting 
more stringent authorization requirements 
opens the door for hackers to do the same. 

Using risk-based authorization and the  
“passing” risk score for a resource gives  
you the tools you need to enforce stronger  
authentication for accessing high-risk  
resources or to altogether deny access.

Why Risk-Based Authorization Is Necessary

Access and security rules need to be set appropriately  
to reflect the potential risk of each type of interaction.

9



10

How Risk-Based Authorization Works

Online destinations are assigned risk scores based on the potential 
threat to the enterprise. Then, when a user opens a session, a  
risk score is calculated using various factors, including the user’s 
location, time of day and comparison to a behavioral baseline.

Whenever the user’s risk score fails to qualify for the location they 
are trying to access, more rigorous step-up authentication can be 
required. For instance, a sending a temporary one-time password 
(OTP) to the user’s known email or mobile number offers strong 
authentication while maintaining a good user experience.

As the diagram shows, a username and password may be sufficient to 
access the help desk, and possibly some portions of the organization’s 
benefits site. But to get into the finance section of the company’s  
website, where payroll, sales and other sensitive data is available,  
will require stronger authentication.
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To adequately protect your enterprise’s data from malicious intruders without unnecessarily inconveniencing 
users, you need to apply risk-based assessment for access based on the sensitivity of the resource. 



Risk-Aware Session Management 
from CA Technologies Helps  
to Prevent Session Hijacking
Get the answers to your increasingly complex session security  
challenges from CA Technologies. Start with CA Single Sign-On to 
control access to resources and deploy CA Advanced Authentication 
to verify user identities at initial login. Then make your session  
security “risk aware” by combining continuous verification and  
risk-based authorization to protect user sessions from hijacking 
threats without overburdening your users with constant interruption.  

Learn more about  
CA Single Sign-On and  
CA Advanced Authentication  
at www.ca.com/securecenter

READ THE WHITE PAPER: “Closing the Biggest 
Security Hole in Web Application Delivery”
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