


Why Continuous Verification Is Necessary




How Continuous Verification \WWorks

To identify and foil hijackers, it’s necessary to be able to The continuous verification solution is able to verify whether
recognize that the session operator has changed. This where the same device is connected or not. If, at any time, the
continuous verification techniques come in. device connected to the session fails to verify with the proper

identifier, the session is terminated and the connection severed.
The process begins when the legitimately authorized user logs

in and the system captures a unique identifier from the user’s Depending upon the frequency of verification, a hijacker
device. The system is then instructed to ping the user’s device masquerading as the session originator can be detected before
at predetermined intervals, so long as the session remains open.  any damagde can be done.
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Why Risk-Based Authorization Is Necessary

Again, let’s say a black hat passes initial
authentication security or gains access to a
user’s session undetected. The resources that
can be exposed pose various levels of threat
to your organization. Some may put the most
sensitive and valuable assets of your company,
customers and colleagues in danger. Clearly
one-size-fits-all security protocols make less
sense than ever before.

This drives the need for more sophisticated,
risk-based authentication at initial login

and mandates a risk-aware approach to
authorization as well. Once a user has passed
initial authentication you can'’t stop there.

By assigning an “access risk score” to every

resource, you can set the bar that users have to
pass to access all types of resources. For every
resource that is accessed, a risk assessment is
completed. Requiring minimal authentication
for users to access resources with minimal risk
potential helps simplify and enhance the user
experience. But allowing those same users to
migrate into higher risk areas without meeting
more stringent authorization requirements
opens the door for hackers to do the same.

Using risk-based authorization and the
“passing” risk score for a resource gives
you the tools you need to enforce stronger
authentication for accessing high-risk
resources or to altogether deny access.

(M) Access and security rules need to be set appropriately

v | toreflect the potential risk of each type of interaction.




How Risk-Based Authorization \WWorks

To adequately protect your enterprise’s data from malicious intruders without unnecessarily inconveniencing
users, you need to apply risk-based assessment for access based on the sensitivity of the resource.

Online destinations are assigned risk scores based on the potential
threat to the enterprise. Then, when a user opens a session, a
risk score is calculated using various factors, including the user’s
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benefits site. But to get into the finance section of the company’s
website, where payroll, sales and other sensitive data is available,
will require stronger authentication.



from CA Technologies Helps
to Prevent Session Hijacking

Get the answers to your increasingly complex session security
challenges from CA Technologies. Start with CA Single Sign-On to
control access to resources and deploy CA Advanced Authentication
to verify user identities at initial login. Then make your session
security “risk aware” by combining continuous verification and
risk-based authorization to protect user sessions from hijacking
threats without overburdening your users with constant interruption.

Risk-Aware Session Manadement

Learn more about

CA Single Sign-On and

CA Advanced Authentication
at www.ca.com/securecenter




Learn More About How CA Can Help You Prevent
Data Breaches with Risk-Aware Session Management
and Intelligent Authentication Solutions.

\/isit www.ca.com/securecenter

CA Technologies (NASDAQ: CA) creates software that fuels transformation for companies and enables them to seize the
opportunities of the application economy. Software is at the heart of every business, in every industry. From planning to

development to management and security, CA is working with companies worldwide to change the way we live, transact and
communicate - across mobile, private and public cloud, distributed and mainframe environments. Learn more at ca.com.
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