Managing Identities in the Ade of the Open Enterprise

As apps have moved to the cloud, and user identities have become dispersed across disparate systems, managing identities
and access has become more challenging. The days of managing internal users who only have access to a limited number

of enterprise systems and apps are over. The new model requires flexibility, automation and a business-orientation that are
beyond the capabilities of most existing identity management solutions.

Effective identity management and governance in the open enterprise must address:
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Employee Lifecycle Manadement—
Improving Efficiencies and Reducing Risk

The open enterprise has greatly complicated the process of managing users and
their access across different populations, as well as across on-premise and cloud
applications. To provide a unified and comprehensive approach, this process must
be treated as a lifecycle - beginning with onboarding and ending with the
termination of the user’s employment.

Factors that separate a leadership solution from a merely adequate one include:

= Breadth of provisioning connectors

= Extensive role discovery and privilege clean-up capabilities

= Identity analytics and reporting

= Business-orientation of the user experience

= Tools to simplify deployment management and connectivity to enterprise applications
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Access Requests and Tracking - _,
Simplifying the User Experience

Requesting access to applications or role assignments can be Meanwhile, the absence of an intuitive, automated request
a painful process. Being forced to communicate in “IT-speak” tracking and approval system can waste managers’ valuable
rather than business terms and models makes things all the time. Inflexible workflow processes can further hinder your
worse. Users need to be able to easily request access in an organization’s ability to support its dynamic business needs.
intuitive and understandable fashion. An effective access You need access tracking capabilities that provide:

request system must provide: = Flexible workflow models, including elements such as
= A convenient “shopping cart” experience for requesting deledation, priority ratings and more
access and roles Summary reports on the status of all requests, highlighting
= User empowerment through robust self-service capabilities overdue and higher risk requests
= A business-friendly entitlement catalogue Entitlement analytics identifying Segregation of Duties violations

A 1K m 0
&) = cxz % 61% of organizations did not
m check access requests against security
Comment ..
™ { :>] policies before access was approved
= —O and assigned.
{% __ — 7 10%uly 8
o— - source: CA-sponsored study
. — 7 09" July

O/

08™ July -



Certification Campaigns - Simplifying Audits
and Reducing Risks

Access certification is a pain - but it’s necessary in order to validate compliance with policy and regulations.

But, simply eliminating spreadsheets and manual processes isn’'t enough - certification campaigns need to be highly
flexible and oriented towards the needs of the business.

You need certification capabilities that support all of these types of campaigns:

= Entity - certify the access rights associated with selected users, role or resource entities

= Recertification - repeat the certification process based on a previous campaign.

= Differential - certify entitlements which have changed since a previous campaign.

= Self-attestation - certification performed by users, rather than a manager or resource owner

[t is true that a simple certification (“Should this user have access to this resource?”) often requires additional contextual
information to help managers certify access accurately. For example, how frequently a user has accessed a resource, the last
time of access, or suspected improper access rights can be highlighted to help make better, faster certification decisions.
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Risk Analytics — Preventing the
Next Data Breach
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As your ordanization expands, roles and entitlements can start to
overlap and proliferate. And as “entitlement creep” occurs, policy
violations and overall risks abound. Risk analytics can provide key
information to help you identify and remediate these threats quickly.

These analytics can be static (such an offline role discovery and
analysis process) or real-time (highlight segregation of duties violations
at the time of assignment). A comprehensive approach to identity

risk should include both approaches.

Good identity analytics help minimize risk by enabling you to:
= (lean up excessive and erroneous access rights
= Discover and create new roles based on existing entitlements
= Correct entitlements that are out-of-pattern relative to other
users with the same roles
= Detect overlapping or redundant roles
= Detect and prevent segredgation-of-duties violations
during provisioning
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The User Experience - The Key to
Effective Identity Manadement

To improve user productivity and satisfaction, your identity
manadement solution must successfully engage the business user
with an experience that is intuitive and convenient. That means:

= Talking to users in a language they understand
= Supporting the devices business users prefer
= Making the interface easy—and even fun—to use

Business manaders need a similarly convenient process to
track and act on their employees’ access requests. And your
system must interact with them in concepts and terms
that are familiar to them.

The trick is to provide the convenience and ease-of-use
that business users demand without sacrificing the robust
capabilities that help your IT team meet its obligation to
ensure security and efficiency. Capabilities such as deep
provisioning, risk analysis, identity analytics and complete

identity lifecycle management are all critical in the dynamic

identity environment of today’s complex, open enterprise.

A look inside an ideal access
request process

An intuitive “Shopping Cart” allows users to:

= Conveniently select roles and
entitlements needed to perform
their job duties,
View current access privileges
Easily view the status and progress
of previous access requests



CA Delivers the Most Comprenhensive Identity
Manadement Solution for the Open Enterprise

The CA Identity Suite enables your businesses to uniformly govern access to applications and services across
cloud and on-premises IT environments. By automating such IAM functions as user provisioning and entitlement
certification, you can reduce security management costs and improve employee productivity.

The solution includes an identity portal, which provides an intuitive, business-oriented user experience designed to
dramatically simplify the process of managing user identities, access requests and approvals. CA Identity Suite is also
easy to deploy due to a virtual application installation and a collection of preconfigured identity use cases that eliminate
the need for custom coding.
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Learn more about how CA can help you managde
and govern identities in the open enterprise.
Visit ca.com/IdentitySuite

CA Technologies (NASDAQ: CA) creates software that fuels transformation for companies and enables them to seize the
opportunities of the application economy. Software is at the heart of every business, in every industry. From planning to

development to management and security, CA is working with companies worldwide to change the way we live, transact and
communicate—across mobile, private and public cloud, distributed and mainframe environments. Learn more at ca.com.
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