


Surveying the Threat Landscape  
Year after year, cyber threats continue to increase in both sophistication and  
frequency.  Many of the attacks involve compromised user names and passwords.
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1 Internet Threat Security Report, Symantec, April 2014
2 A rare security breach at PayPal,”  Gail Sullivan, Washington Post, June 26, 2014

2013 was the year of  
mega breach.  
The total number of breaches was 62 percent greater 
than 2012. More than 552 million identities were 
compromised, releasing credit card information, 
birthdates, government ID numbers, home addresses, 
medical records, phone numbers, financial information, 
email addresses, logins, passwords and other personal 
information into the criminal underground. 1 

2014 has also been a good year 
for cybercriminals.
“The year isn’t even half over, and already we’ve had  
368 major data breaches exposing more than 10 million 
records, not to mention Heartbleed, an error in the security 
software used by most of the Web and dubbed the biggest 
flaw in Internet history.  It left millions of people’s 
passwords and personal information exposed.” 2 
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Recent Cyber Attacks
These threats often lead to high-profile losses, rampant media commentary and end-user uneasiness 
regarding the security and privacy of the digital economy. Take, for example, the following incidents: 

50 million Evernote  
users forced to change 

passwords3

The Financial Times’  
Twitter account  

attacked4

The Guardian reports on 
intelligence leaked by  

Edward Snowden5 

CNN’s, The Washington Post’s 
and The  New York Times’  
Twitter accounts hijacked6

5 million Gmail usernames, 
passwords hacked and posted 

to Russian Bitcoin forum7 

Hackers breach security of 
HealthCare.gov8  

EBay asks 145 million users  
to change passwords after 

cyber attack9 

Hackers steal more than  
$1 million from 1,600  

StubHub users10 

Russian crime ring amasses 
over a billion stolen Internet 

credentials11 

32014 Data Breach Investigations Report, Verizon  4Ibid   5Ibid  6Ibid   7”5 Million Gmail Usernames, Passwords Hacked and Posted to Russian Bitcoin Forum: Report,” Stone, Jeff, International Business Times, September 10, 2014  8”Hackers Breach Security of HealthCare.gov,” Pear, Robert, 
Perlroth, Nicole, The New York Times, September 4, 2014  9“EBay Asks 145 Million Users to Change Passwords After Cyber Attack,” Chatterjee, Soham. Finkle, Jim. Maan, Lehar, Reuters, May, 2014  10“Here’s How Hackers Stole Over $1 Million From 1,600 StubHub Users,” Frizell, Sam, Time 
Magazine, July, 2014  11“Russian Hackers Amass Over a Billion Internet Passwords,” Gelles, David. Perlroth, Nicole, The New York Times, August 5, 2014

http://www.verizonenterprise.com/DBIR/2014/
http://www.ibtimes.com/5-million-gmail-usernames-passwords-hacked-posted-russian-bitcoin-forum-report-1684368
http://www.nytimes.com/2014/09/05/us/hackers-breach-security-of-healthcaregov.html?_r=0
http://www.nytimes.com/2014/09/05/us/hackers-breach-security-of-healthcaregov.html?_r=0
http://www.reuters.com/article/2014/05/21/us-ebay-password-idUSBREA4K0B420140521
http://time.com/3024409/over-1000-stubhub-accounts-reportedly-hacked/
http://time.com/3024409/over-1000-stubhub-accounts-reportedly-hacked/
http://www.nytimes.com/2014/08/06/technology/russian-gang-said-to-amass-more-than-a-billion-stolen-internet-credentials.html?_r=1
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Why Breaches  
Are Occurring
One reason that data breaches are occurring is  
that passwords are created by people to identify 
themselves for multiple applications – from online 
banking accounts to a shopping site – and these 
passwords are valuable to fraudsters.  

When an attacker gets ahold of a password, the world  
is open to them, posing as the password owner. When 
attackers successfully obtain network access via stolen 
passwords, they can acquire personal information or 
credit card numbers that attackers can use to do 
further damage, or sell to other cybercriminals.

Read why passwords are susceptible  
to attacks in this white paper

http://www.ca.com/us/~/media/Files/whitepapers/prevent-security-breaches-by-eliminating-the-need-to-transmit-and-store-passwords.pdf
http://www.ca.com/us/~/media/Files/whitepapers/prevent-security-breaches-by-eliminating-the-need-to-transmit-and-store-passwords.pdf
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What Organizations Must Do  
to Protect Themselves 

Beyond financial implications and loss of confidential data, malware, viruses, network/application 
distributed denial of service (DDOS), spear-or mass-phishing, passive wiretapping and spoofing – all of 
these attacks can leave organizations at risk of exposure, data corruption and compliance issues. And, the 
cascading effect of data breaches could ruin a company’s reputation and literally put it out of business. 
Today’s organizations need to:

12 2014 Cost of Data Breach: Global Analysis, Ponemon Institute, May, 2014

The average cost of a data breach to a company in 2013  
was $3.5 million and 15 percent more than what it cost in 2012.12  

      Protect user identity from 
online attacks. Many data 
breaches involve authentications 
based on compromised 
credentials. 

      Provide security for mobile 
devices. Bring Your Own Device 
(BYOD) environments let employees, 
customers and partners use multiple 
devices to access and store company 
information along with their own, 
which can leave the data exposed. 

      Secure privileged identities. 
Control access to privileged 
accounts with shared account 
password management.

Attackers work around conventional safeguards every day. To defend against this, the precision and breadth of 
organizations’ abilities to respond to cyber attacks must continuously evolve beyond what used to be sufficient. 
Stay ahead of hackers with best practice Intelligent Authentication methods that include:

strong authentication risk-based authentication
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The Importance of 
Strong Authentication   
According to the 2014 Data Breach Investigations Report from Verizon13, 
the use of stolen and/or misused credentials continues to be the number 
one way to gain access to information. Two out of three breaches  
exploit weak or stolen passwords, which makes a strong case for  
strong authentication. 

Strong authentication (also known as multi-factor or two-factor 
authentication) is an access control method that adds layers of identity 
verification to help ensure only authorized users gain network admittance. 
The purpose of strong authentication is to make it more difficult to 
impersonate the actual user because the attacker must assemble 
multiple disjointed pieces of information or items, such as passwords, 
knowledge-based authentication (KBA), two-factor software tokens  
or hardware credentials. 

Look familiar?  
These are the top 10 most commonly 
used passwords of 2013:

1. 123456

2. password

3. 12345678

4. qwerty

5. abc123

6. 123456789

7. 111111

8. 1234567

9. iloveyou

10. adobe123

Source: SplashData, 2014.

Find out why hashing and salting aren’t  
enough to prevent attacks in this blog

13 2014 Data Breach Investigation Report, Verizon

http://www.verizonenterprise.com/DBIR/2014/
http://blogs.ca.com/2014/08/12/making-hash-password-security/
http://blogs.ca.com/2014/08/12/making-hash-password-security/
http://www.verizonenterprise.com/DBIR/2014/
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A Layered Security Approach    

In strong authentication, factors are commonly categorized as:

There are a number of emerging methods of authentication as well, such as:

Something you know 
(examples: password, PIN, Q&A)

Something you have 
(examples: mobile phone, key fob)

Something you are 
(examples: fingerprint, retina scan)

Where you are 
(example: IP or satellite geo-location)

Who you know 
(example: social network)

What you’re doing 
(example: behavioral profiling)
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The Importance of Risk-Based 
Authentication    
What if someone was trying to access a bank account at 
3:00 am from a country that he/she had never accessed 
from before or using a device that isn’t associated with  
the account? Would you be able to identify and stop the 
activity? Risk-based authentication helps judge whether 
users are who they say they are, determines the correct  
(or minimum) credential requirements and works with a 
portfolio of credentials.

Adaptive or risk-based authentication can allow you to 
evaluate a set of contextual factors related to an access 
attempt or transaction to better estimate the risk involved, 
without impacting the experience for legitimate users. This 
robust, multi-channel risk assessment and fraud detection 
solution transparently helps you detect and prevent fraud. 
It can also help your organization stay on top of internal 
and external compliance requirements, including FFIEC, 
HIPAA, PCI and SOX.
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Reduce the Risk of Improper Access and 
Fraud Without Burdening Valid Users 

Where is the user?
• Is the location inherently 

suspect?
• Is the connection  

consistent with the  
device type?

• Is the IP address a known 
anonymizer? 

Which system or  
device is being used?

• What kind of device is it?
• Has this device been used 

before?
• Has the device changed 

since it was last used?

What is the user  
trying to do?

• Is this a requested action?
• Is the action inherently 

risky?
• Have similar actions taken 

place before?

Is the user’s behavior 
consistent?

• Is this a normal time  
of day?

• Is the frequency of login 
abnormal?

• Is the current behavior 
consistent with prior 
behavior?
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Intelligent 
Authentication Includes 
Both Strong and  
Risk-based 
Authentication
By combining both strong and risk-based authentication, 
you have an authentication solution that can:

Give users the appropriate credential for a specific  
time and place.

Reduce the potential for data breaches.

Help comply with industry regulations.

Maintain a positive user experience.

Decrease administrative and support costs.

In an environment where identity theft, data breaches  
and fraud are increasing, as anywhere, anytime access for 
employees, partners and customers is also increasing,  
a comprehensive solution of strong and risk-based 
authentication is important to every organization’s  
security strategy. 

Watch our webcast to learn how to protect your 
organization with authentication methods that 
include both strong and risk-based authentication.

http://www.ca.com/lpg/webcast-series/security-management-webcast.aspx?commid=108557
http://www.ca.com/lpg/webcast-series/security-management-webcast.aspx?commid=108557
http://www.ca.com/lpg/webcast-series/security-management-webcast.aspx?commid=108557


CA Advanced Authentication is a flexible and scalable solution that incorporates a wide variety of multi-factor, strong 
authentication credentials with risk-based authentication methods. It allows you to create an appropriate authentication 
process for each application or transaction. It can be delivered as on-premises software or as a cloud service, and it can protect 
application access from a wide-range of endpoints. 

With CA Advanced Authentication your organization, can more easily:

Reduce the risk of identity theft, data theft or misuse and fraud.

Provide additional security with minimal impact on user experience.

Lower the cost of implementation, disruption and support.

Assess the risk of each authentication or transaction using device identification,  
geo-location and user-activity information.

Create a custom set of rules that are used to calculate the overall risk score. 

Help protect users from Internet attacks – whether they are shopping online  
or accessing sensitive information via a Web portal or application.

11

CA Advanced Authentication – an Intelligent 
Authentication Solution   



CA Solutions to Prevent Security Breaches 
CA has solutions that can provide your organization with the security it needs to outsmart hackers.  
They include:

CA Strong Authentication to protect employees and customers with user-convenient, two-factor authentication. 

CA Risk Authentication to reduce the risk of improper access and fraud without burdening valid users. 

CA Privileged Identity Manager provides organizations with powerful control over privileged users to reduce  
the risk of costly security breaches and compliance failures. The solution includes:
• Shared Account Password Management, which controls access to shared, privileged accounts
• Fine-Grained Access Controls, which enable separation of duties, even for shared accounts
• Session Recording, to enable accountability for administrators with video records of user sessions

To learn more, please contact your CA Technologies sales representative or visit our  
website: www.ca.com/securecenter. 

CA Technologies (NASDAQ: CA) creates software that fuels transformation for companies and enables them to seize  
the opportunities of the application economy. Software is at the heart of every business, in every industry. From planning 
to development to management and security, CA is working with companies worldwide to change the way we live,  
transact and communicate – across mobile, private and public cloud, distributed and mainframe environments.  
Learn more at ca.com.
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