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The following pages explore these topics in more detail and offer potential use cases and scenarios
to illustrate the critical role IAM plays in service delivery.
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The overall customer experience is a major driver of customer acquisition and retention

in the online space, so it's important for organizations to simplify prospect and customer
on-boarding through lightweight registration that reduces friction while maintaining security.
Below are some IAM functions organizations can employ to improve customer engagement:

Leveragde single sign-on
for flexible access
management

Simplify the user
experience with
federation

Increase identity
protection with advanced
authentication

How does it work?

IAM enables organizations to leverage customers’ existing social
identities (e.g., LinkedIn, Facebook, Twitter, etc.) to facilitate
registration and low-risk transactions, as well as gather information
about their interests.

What are the benefits?
= Access to a large volume of social media users
= A higher level of conversion to internal prospect list

= More targeted marketing opportunities


https://www.ca.com/us/register/forms/collateral/safely-unleashing-the-power-of-social-media.aspx
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The overall customer experience is a major driver of customer acquisition and retention

in the online space, so it's important for organizations to simplify prospect and customer
on-boarding through lightweight registration that reduces friction while maintaining security.
Below are some IAM functions organizations can employ to improve customer engagement:

RESOURCES: Eliminate friction with

[ Single Sign-0n social identity How does it work?

=] >uccess Story registration/login Organizations can enable customers to access all of their portals,
sites and services with a single login and centralize management

[ Single Sign-On for of security policies across channels.

—| Mobile Whitepaper

What are the benefits?
Simplify the user

experience with
federation = More efficient security policy management

= A more convenient and consistent experience for the customer

= Faster time to market for new services and applications
Increase identity

protection with advanced
authentication


http://www.ca.com/us/collateral/success-stories/na/ca-helps-german-automobile-manufacturer-simplify-web-application.aspx
https://www.ca.com/us/register/forms/collateral/expanding-web-single-sign-on-to-cloud-and-mobile-environment.aspx
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The overall customer experience is a major driver of customer acquisition and retention

in the online space, so it's important for organizations to simplify prospect and customer
on-boarding through lightweight registration that reduces friction while maintaining security.
Below are some IAM functions organizations can employ to improve customer engagement:

Eliminate friction with
social identity
registration/login

Leveragde single sign-on
for flexible access
management

Increase identity
protection with advanced
authentication

How does it work?

Federation makes it possible for organizations to facilitate
cross-domain activities with single sign-on for employees, partners
and customers.

What are the benefits?

= A smooth user experience

= Increased cross-sell opportunities
= Stronger partner relationships

= More satisfied users



http://www.ca.com/us/events/webcasts/na/federation-evolved-how-cloud-mobile-and-apis-change-the-way-we-broker-identity/federation-evolved-how-cloud-mobile-and-apis-change-the-way-we-broker-identity.aspx
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The overall customer experience is a major driver of customer acquisition and retention

in the online space, so it's important for organizations to simplify prospect and customer
on-boarding through lightweight registration that reduces friction while maintaining security.
Below are some IAM functions organizations can employ to improve customer engagement:

Eliminate friction with

social identity How does it work?

registration/login Risk-based or “adaptive” authentication provides additional

Leverage single sign-on protection without burdening the end user by checking contextual

for flexible access factors, such as device ID, geo-location and IP address; assigning a
manadement risk score; and then triggering a stronger form of authentication,
such as two-factor credential or out-of-band one-time-password, if
Simplify the user necessary.
experience with
federation What are the benefits?

= Better protection of customer identity and business information
= A simplified and automated way to managde identity risk

= Flexibility to meet all strong authentication needs


https://www.ca.com/us/register/forms/collateral/key-authentication-considerations-for-your-mobile-strategy.aspx
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While identity assurance and access security are critical requirements for online services that
contain sensitive customer and business data, building these security elements into each
new application or service slows development and time-to-market. Below are some IAM
functions organizations can leverade to extract security-related tasks from development and
accelerate service delivery:

How does it work?

With modern API gateway technologies, ordanizations can leverage

Remove your existing application environments, quickly exposing modern

development constraints services (e.d., RESTful, JSON) to mobile apps, cloud services and
with virtualization developer communities.
Focus developers What are the benefits?

on business logic,

g = Shortened development cycle
not security

= Acceleration of new services to market

Enable better access
for your application
developers

= Ability to leverage existing application environments

= Avoidance of new development costs


http://www.ca.com/us/~/media/Files/infographics/API-security-and-management.pdf
http://www.ca.com/us/collateral/white-papers/na/choosing-the-right-api-management-solution-for-the-enterprise.aspx
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While identity assurance and access security are critical requirements for online services that
contain sensitive customer and business data, building these security elements into each
new application or service slows development and time-to-market. Below are some IAM
functions organizations can leverade to extract security-related tasks from development and
accelerate service delivery:

RESOURCES:
Key Capabilities of a . 'Power.your .
Service Virtualization application delivery How does it work?
Selluifien engine with APIs

By virtualizing all phases of the development process, ordanizations
can eliminate constraints during build and test, reduce the cost
of a test environment and access data and resources that are
typically outside of their control - thus improving service agility,
guality and stability.
Focus developers
on business logic, What are the benefits?

not security = Faster application testing and release
Enable better access = Lower QA development costs
for your application

= Improved ability to meet service level agreements (SLAs)
developers


http://www.ca.com/us/collateral/white-papers/na/key-capabilities-of-a-service-virtualization.aspx
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While identity assurance and access security are critical requirements for online services that
contain sensitive customer and business data, building these security elements into each
new application or service slows development and time-to-market. Below are some IAM
functions organizations can leverade to extract security-related tasks from development and
accelerate service delivery:

Power your

application delivery How does it work?

i ith API N . .
engine wi > IAM enables organizations to shift security development out of the

Remove your development process, so it’s not hard-coded into the applications
development constraints themselves, and unify security across web applications and APIs to
with virtualization facilitate a more consistent approach.

What are the benefits?
= Efficient, unified access control across channels

= A faster, higher quality and more secure development process

Enable better access
for your application
developers

= Fewer risks and reduced maintenance costs


http://www.ca.com/us/~/media/Files/SolutionBriefs/api-security-with-ca-api-gateway-and-ca-sso.pdf
http://www.ca.com/us/securecenter/ca-oauth-toolkit.aspx
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While identity assurance and access security are critical requirements for online services that
contain sensitive customer and business data, building these security elements into each
new application or service slows development and time-to-market. Below are some IAM
functions organizations can leverade to extract security-related tasks from development and
accelerate service delivery:

RESOURCES:
Power your
Developer Management application delivery W S [
for Open APIs . .
endine with APIs

With an API developer portal, organizations can securely manage
Remove your access to APIs for traditional and mobile application developers,
development constraints while providing them with the necessary tools to discover and test.

with virtualization
What are the benefits?

Focus developers = Simplified discovery of APIs
on business logic, ) _
not security = Self-service developer on-boarding

= Ability to quickly test API functionality


http://www.ca.com/us/collateral/data-sheets/na/developer-management-for-open-apis.aspx
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The digital world is a connected space where people want to consume information and
transact in a variety of ways, but many organizations are struggling to expose valuable $

data, tools, processes and transactions in all of the right places and formats. Below is DD
an IAM function organizations can adopt to help externalize their core business:

RESOURCES:
Alaska Airlines Securely Reshape your business . .
Exposes APIs - Enabling model with APIs How does it work:
Developers & Expanding As ordanizations expand their online presence from just web apps
Market Reach . .
to services, content and data can be accessed and monetized
Amerigroup Improves everywhere. API security and management can help these
I% Health Care Coverage organizations easily expose, manage and secure APIs for this
and Member Services growing number of services to capitalize on new business models,

with APIs distribution channels, developer communities and supply chains.

What are the benefits?
= Ability to reach new prospects and develop new revenue streams
= Better, more comprehensive product and service offerings

= Increased customer satisfaction and loyalty


http://www.ca.com/us/collateral/success-stories/na/alaska-air-case-study.aspx
http://www.ca.com/us/collateral/success-stories/na/amerigroup-case-study.aspx
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CA Technologies Identity and Access Management offering provides a modular
solution for multi-channel business enablement and security that helps
organizations improve engagement with their customers, accelerate delivery of new
services and externalize their core business to capture new markets and revenue.
The solution includes the following key components:

CA Single Sign-On provides single sign-on,
federation, authorization and session management

CA API Gateway provides the ability to quickly
develop manage and secure APIs to safely expose
Web services and help leverage cloud and mobile

CA Strong Authentication delivers strong
authentication capabilities, including unique
two-factor credentials and adaptive authentication.

CA Identity Manager offers identity management,
provisioning, governance and entitlement
certification capabilities.

CA Secure Cloud delivers a set of identity
management, single sign-on and strong
authentication capabilities as a service.

CA Application Delivery addresses DevOps
challenges by helping to optimize application
development and testing through service
virtualization, release automation and data mining.

CA App Synthetic Monitor enables quality of
service and experience for ordganizations’ critical
business applications.



For more information about how security solutions from CA Technologies can help you deliver secure, new business
services and improve the customer experience, visit ca.com/us/application-security.aspx

CA Technologies (NASDAQ: CA) creates software that fuels transformation for companies and enables them to seize
the opportunities of the application economy. Software is at the heart of every business, in every industry. From planning

to development to management and security, CA is working with companies worldwide to change the way we live,
transact and communicate - across mobile, private and public cloud, distributed and mainframe environments.
Learn more at ca.com.
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