Meet Demanding Web-Scale Application Needs with Highly Reliable and Scalable Directory Services
As businesses become increasingly dependent on their online applications to provide critical services to customers, partners and employees, directory services become the focal point of authentication and access control decisions.
Enterprise directory services need to be highly available and efficient to support access to applications while being cost-effective and scalable in response to a growing user base and application portfolio. CA Directory is an easy-tomanage directory service with superior performance for read and write operations, transparent and distributed replication across any number of servers and automatic recovery for seamless failover and failback. With these marketleading capabilities, CA Directory provides a proven, standards-based platform for your application infrastructure that allows you to reduce your costs while still delivering superior user experience and improved business agility.
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Businesses are becoming increasingly
dependent on their online applications to
provide critical services for customers,
employees and business partners. These
applications must increasingly support high
volumes of users without becoming sluggish
or unresponsive. Meanwhile, security
requirements are evolving from simple user
authentication to tracking detailed login and
personalized information associated with
dynamic business operations.

CA Directory
Excels in all Facets of Directory Management

Organizations are seeking high-performance
solutions for managing their large transaction
volumes, but in a manner that does not
significantly increase hardware or
administrative costs.

Exceptional read and write
performance. Ability to perform
operations at rates of up to 20,000
modifications or searches per second on
entry level hardware.

•

High scalability. Scales to millions of
users and a billion entries by distributing
data across any number of servers.

•

Strong security. Support for strong
authentication; Hardware Security
Modules (HSMs); rich password policies;
fine-grained, rule-based and role-based
access controls; SSL and TLS link
encryption and all common password
hashing standards including SHA-2.

•

Extreme reliability. HA and DR with
built-in load balancing and seamless
failover and fallback; configurable writethrough and write-behind replication for
cross-datacenter data consistency and
integrity.

CA Directory provides you with a high-performance directory
foundation for online applications. This lets your organization:
•

Provide scalability without exorbitant hardware costs

•

Meet the needs of new and future dynamic business applications

•

Improve operational efficiency by consolidating islands of data into
a single information backbone

•

Provide a highly responsive and always available experience for your
online application users

The ability for online applications to support
superior availability, reliability, scalability and
performance is directly dependent on the
capabilities of the supporting directory
infrastructure.
In the past, organizations have coped with
directory performance limitations by
restricting applications to performing only
simple searches on the directory or by
increasing the hardware. However, these
approaches are costly and not effective.
Moreover, increased security and compliance
requirements mean more dynamic
information needs to be stored and accessed
in the directory.

•

Highly Scalable

Advanced Replication

High-Speed

Secure

Reliable

Small Footprint

Flexible

High-Performance

Useful Monitoring

•

Provide scalability and performance without exorbitant hardware costs.

•

Meet the needs of new, dynamic cloud-scale business applications.

•

Improve operational efficiency by consolidating islands of data into a single
information backbone.

•

Deliver a highly responsive and always available experience for your application users.

Marquee benefits
yielding $4.1M per year
in savings are detailed
on the reverse side of
this document in order
to show examples of
business value
achievable through this
CA Directory approach

For more information, please visit
ca.com/ CA Directory
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Business Value Estimations
CA Directory benefits can be quantified via a wide range of directory benefit scenarios. A selection of these is listed below to show common areas measured.

