
ca.com4  |  SOLUTION BRIEF: CA IDENTITY SERVICE

What if you could minimize provisioning missteps by automating identity lifecycle processes at a 
fine-grained level?
CA Identity Service simplifies the process of managing the full identity lifecycle and reduces security  
risk caused by provisioning missteps. Account reconciliation detects rogue and orphan accounts and 
helps you more efficiently identify and manage the accounts of former employees. Fine-grained 
provisioning capabilities provide users with accurate access and entitlements. You gain control over who 
has access to what applications—and the precise access permissions users need to do their jobs—thereby 
preventing privilege creep. With CA Identity Service you can maintain better control over and visibility 
into your SaaS environment, without interfering with end-user productivity.

Sensitive Data in the Cloud Increases the Risk of Breach
Your most sensitive data is only a username and password away from anyone, and with increasingly 
collaborative SaaS apps, exposing this data is usually just a few more clicks away. 

Among the SaaS applications most commonly adopted are CRM, ERP and productivity suites. These are 
also the applications most likely to host sensitive data, such as customer and employee records and 
intellectual property. Despite security concerns around cloud usage, there is no question that SaaS  
apps are here to stay and that their adoption will continue to rise.

SaaS applications have become increasingly popular for many good reasons—they’re easy to use, 
empower end users, enable collaboration and are accessible anywhere, anytime, from any device.  
These are also the exact characteristics that can make the use of SaaS apps risky if appropriate  
security measures are not in place. 

 

CA Identity Service
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What if you could protect sensitive data in the cloud by controlling who has what access in your  
SaaS environment?
An identity-centric approach is one proven strategy for protecting the data being uploaded, stored and  
shared in the cloud. It starts with defining—and enforcing—who can access what in your SaaS environment.  
CA Identity Service provides fine-grained provisioning to key SaaS applications to enable only your trusted 
employees and contractors with a legitimate, job-related need to access any specific application. Fine-grained 
provisioning capabilities not only manage who has access to what application, but also the user entitlements 
within the application, such as application-specific groups and permissions.

The Speed of SaaS Adoption is Outpacing Security
It’s very challenging to adopt SaaS both quickly and securely. You can be fast and responsive to  
the business and risk security in the process, or ensure security but risk slowing down the business.

For every new SaaS application that business users demand, and every existing SaaS application you want  
to secure, your IT and security teams need to evaluate the identity and access management functions  
within the application. For instance, you need to understand how users are provisioned and deprovisioned, 
authentication options and application-specific, fine-grained entitlements. In addition, you need to 
understand how these functions will integrate with existing security processes, such as: 

•	How to automate provisioning and deprovisioning 

•	Which users need access to the app and at what level 

•	How to enable single sign-on

•	How to identify and manage rogue and orphan accounts 

Once these functions are integrated into your organization’s security processes, they need to be applied 
consistently to each user and each application at a fine-grained level.
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These security measures are necessary to reduce risks, but unfortunately they often fall in priority against 
other time-critical business demands. Meanwhile, your IT teams suffer the consequences of having to 
manage security manually until they have time to advance to the desired state. Unfortunately, all too often, 
the only thing that happens later on is the emergence of a bigger security problem for the organization.

What if you could adopt SaaS securely by integrating identity and access management processes  
for new and existing apps in minutes?
CA Identity Service offers prebuilt integrations for key SaaS applications that simplify integration  
with existing apps and speed up the rollout of new apps with best practices to automate provisioning, 
deprovisioning and single sign-on. With CA Identity Service, a SaaS app can be integrated and rolled  
out in minutes—so you no longer have to choose between speed and security.

Complex Roles and Groups Lack the Agility Needed to Secure a Fast-Paced Environment
Your IT department is stretched thin. You try to implement roles and groups to drive automation but 
frequently end up managing security by exception—app by app—at the individual and permission levels.

In an attempt to create order from chaos, IT departments define complex role and group structures to 
help define who has what access. While initially useful, these role and group assignments frequently  
fall short in reflecting the reality of dynamic business needs. For companies like yours that are investing 
more heavily in SaaS, the complexity of traditional role and group models fails to meet the needs  
of a fast-paced, agile work environment. To provide your users with reliable access to the applications 
they need, your IT organization may fall back to managing access using multiple SaaS application 
administration consoles. This, in turn, can lead to multiple wasted cycles dealing with the consequences 
resulting from the lack of automation and associated inconsistencies.  

The fact is that modern employee job roles—and therefore permissions—are in a constant state of flux, 
and too often, one size doesn’t fit all. Just when your IT team updates role and group structures to 
accurately reflect business needs, an organizational change occurs that takes IT back to the drawing 
board. More than ever before, change is the only constant in organizations today. Your IT department 
needs to be well equipped to keep up with the pace of that change or risk becoming irrelevant.
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What if you could leverage attribute-based provisioning to enable dynamic security and drive  
greater agility?
CA Identity Service employs rich, attribute-based provisioning rules designed to reflect your business 
controls and needs without having to create complex group structures and a multitude of roles. In 
addition, a quick, intuitive interface eliminates the need for your administrators to manage numerous 
unique application interfaces and individual user permissions. This results in accurate access that reflects 
your current organizational structure and job roles.

The efficiencies gained in user provisioning, SaaS app integration and management of access changes  
free up your IT teams to focus on strategic projects and drive business growth. And as your company 
grows, CA Identity Service will continue to scale to meet your needs for additional users, applications  
and evolving requirements.

The Rise of Shadow IT and the Risk of Not Knowing
You hear about your employees using unsanctioned business applications to drive greater productivity. 
While you don’t want to impede productivity, you’re concerned about the risk of activity that you have  
no visibility into or control over.

Employee experience with consumer applications outside the office leads them to expect your IT 
department to provide the same high-quality user experience with the tools they use at work. But your  
IT and security teams also have an obligation to your organization to secure sensitive assets and data.  
If IT does not accommodate employee demand for apps quickly enough, employees simply use those 
apps without IT approval.

Balancing that critical security responsibility with the expected user experience can sometimes seem  
next to impossible. IT is under pressure not to impede productivity, but can’t afford to overlook threats. 
Remote access, poorly secured apps and lack of user compliance all introduce vulnerabilities that must  
be addressed. However, the risk needs to be managed while also driving employees to leverage modern, 
sanctioned applications that offer the same great user experience they expect.
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What if you could respond to the business faster by delivering modern, sanctioned apps your employees 
will want to use? 
CA Identity Service delivers an intuitive user interface for administrators and end users that enables  
rapid time-to-value. Administrators can manage users and apps from simple wizard-based screens and 
action-oriented menus. Users can access all of their authorized applications through direct navigation  
to the app’s URL, or they can open them from their CA Identity Service Launchpad. In the end, users’ lives 
are made easier, while access to your company’s most sensitive information remains well protected. With 
a fast delivery of sanctioned, modern apps to drive productivity and a delightful experience for end users 
that simplifies their lives, your employees will have little reason to look outside of the tools  
you’re providing. 
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More Business Applications Result in More Credentials to Manage and Secure
An unwillingness to manage secure credentials for multiple apps is forcing your employees to take 
shortcuts that compromise security.

Users hate passwords—and chances are you do, too. For users, managing all the various credentials for the 
multitude of apps and services they use is time-consuming and frustrating. For IT and security teams, 
passwords—especially the weak, easily remembered ones that users tend to recycle ad infinitum—do little  
to enhance security.

So, while your users are demanding a simpler way to access their apps and services, you’re searching for 
ways to fend off the dedicated hackers who prey on security vulnerabilities. And all the while, you know that 
whatever solution you come up with must not negatively impact user experience or productivity. 
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What if you could optimize the end-user experience with single sign-on technology backed  
by two-factor authentication?
CA Identity Service offers out-of-the box, single sign-on  
integrations to key SaaS applications. In addition, a  
SAML connector enables integration with any SAML  
2.0-compliant application. Through integration with  
CA Single Sign-On, CA Identity Service delivers delivers a  
unified application launchpad that enables single sign-on  
across cloud and on-premises applications. Your users get the  
convenience they crave, while two-factor authentication in  
CA Identity Service allows your IT team to rest more easily knowing  
that access to your  applications and data is well-protected.

CA Identity Service—Next Generation  
Identity-as-a-Service for the Hybrid Enterprise
•	Increase IT and business agility in rolling out cloud applications

•	Increase employee productivity with seamless single sign-on
•	Reduce cloud attack surface with user provisioning and account reconciliation
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CA Technologies (NASDAQ: CA) creates software that fuels transformation for companies and enables 
them to seize the opportunities of the application economy. Software is at the heart of every business, 
in every industry. From planning to development to management and security, CA is working with 
companies worldwide to change the way we live, transact and communicate – across mobile, private 
and public cloud, distributed and mainframe environments. Learn more at ca.com.

Connect with CA Technologies at ca.com
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Learn more about how CA can help you enable secure and rapid cloud adoption. 
Visit ca.com/identity-service.
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